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ABSTRACT

When having sensitive information on portable computers
it’s important to make sure that the data is secure, in case
the computer is lost or stolen. An easy way to do this is
to make sure that the sensitive data is encrypted. There
are many tools available that can do this, and most of them
are also free of charge. Encryption can be done either on
just the folders and/or files that needs to be protected, or
on the entire hard disk. Encryption of the entire hard disk,
so called full disk encryption, can be done either in software
or in hardware. Full disk encryption makes it easier for the
user since he or she doesn’t need to think about what files
are sensitive enough to be encrypted. Although no security
holes in the commonly used AES encryption standard has
been found, it is still important to remember to not use
common or easy to guess passwords. Our purpose with this
article is to prove that using encryption is not difficult, and
it is an effective way to keep sensitive data safe from prying
eyes.

1. INTRODUCTION

The amount of information we keep on our computers in-
crease every day, and with that also the amount of sensitive
information for example medical records and personal data
increase. This means we need to be careful about how we
handle this information. There are examples of companies
that have lost hard drives containing medical records of half
a million people[l]. When this happens and the hard disks
aren’t encrypted, it would be a gigantic problem if this disc
was found by the wrong person. The clothing company CAP
lost a laptop containing the CV:s for 800 000 people applying
for job in the company|[2].

In this article we will discuss the use of different kinds of en-
cryption for the purpose of protecting sensitive information.
The paper is not meant as a tutorial of how to use the tools,
and neither a technical document about how the tools work.
We will only give an overview over a few of the available
tools, some of their advantages and disadvantages as well as
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short explanations about terms that are commonly used (or
that everyone should know of) when using encryption.

First we will discuss the purpose of hard disk encryption in
section 2, then we will continue with some terminology in 3.
After that follows the introduction of tools to encrypt files
and folders in section 4, as well as tools for full hard disk
encryption in software (section 5.1) and hardware (section
5.2). At the end we will discuss some of the well known
attacks that exists for hard disk encryption in section 6,
and at the end we have a conclusion.

2. WHY USE ENCRYPTION?

There are some laws about sensitive material. State of Cal-
ifornia claims that any company or individual that makes
business in the state must notify the victims of a data theft
where the data was unencrypted. In some cases the penalty
of not being able to notify the victim can be as much as
10 000 $ per day[19].

Considering that there are thousands of laptops stolen ev-
ery year and the enormous amount of costs and publicity
that automatically comes with this. There are stories about
companies that have lost laptops containing sensitive infor-
mation about a million people [2]. There are enormous costs
involved in this; the Croucher Brewing Company in New
Zeeland offered about 300 000 SEK in reward for a laptop
containing all their customer records and beer recipes [3].
How much this information is actually worth is difficult to
say but the 300 000 is probably a low number. If we look at
the Cap scandal [2] and the Californian law the amount of
penalty that was on stake is eight billion a day for not noti-
fying the theft. Considering the amount of technologies that
can be implemented in the company to protect the informa-
tion on the laptop, it’s quite astonishing that the amount
of companies that actually has implemented is as low as it
is today. Some are even built into the operating system so
why don’t implement the function in the company? Some
are built into the hardware, so if you buy the right hardware
the problem of loosing data is almost automatically solved.
The Ponemon Institute reports that only 45% of the pas-
sengers on airlines in USA used a login password to protect
their computer and only 19% reported that the information
on their laptops was encrypted[10]. So obviously there is a
need to protect the information on business laptops.
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2.1 What Happens To Stolen Information?

So why would anyone steal a computer? The computer itself
is not that valuable, if the stolen computer is new and high
performance, the hardware will be sold at the black market
for at most a few hundred dollars. Yves Godbout has written
an article in CA Magazine about what happens to stolen
computers[7]. The big values is, according to Godbout, not
the hardware itself, but can be found on the hard disk, and
is information like

e Personal information (social security number, bank ac-
counts, passwords)

e Information about friends (addresses, email addresses,
birth dates)

e Client information (names, titles, employees)

e Classified information about the company (contracts,
quotations, tax information, drawings, test documents)

This information is in many cases worth more than the hard-
ware, the table below is an example of what information can
be worth on the black market.

Information Price
Address $0.5

Past addresses $9.95
Date of birth $2.50

Unpublished telephone number | $17.50

Cellphone number $10.00
US social security number $8.00
Driver license info $3.00

Figure 1: Data prices on the black market

10$ for a phone number might not sound like much, but
imagine a computer with a database with about tens of thou-
sands customers, including their addresses, phone numbers,
social security numbers etc. Needless to say, an old laptop
with such information is far more valuable to the thief than
the hardware of any high-end laptop.

The table only shows what the thieves will get for the infor-
mation. The amount of money that are lost for recovering
the lost data is probably far more than that. The bad pub-
licity the company get because of the incident can possible
be even more costly than the loss of the data itself.

3. ENCRYPTION TERMINOLOGY

In this section we will explain some commonly used terms
that you will probably encounter when looking into encryp-
tion. We will not discuss any of the terms in depth, but only
give short explanations.

3.1 AES

Advanced encryption standard (AES) is a block cipher de-
veloped by two Belgian cryptographers and standardized by
National Institute of Standards and Technology (NIST) in
2001. It is one of the most commonly used encryption algo-
rithm for encryption of files and hard disks. Many people
have tried to find security holes or a way to break the algo-
rithm but as far as we know, no one has yet succeeded.

3.2 Salting

A password based encryption system has one big disadvan-
tage: people tend to use passwords that are based on com-
mon words (“password”, “god”) or easy combinations (“qw-
erty”, “asdf”). Passwords are commonly stored somewhere,
either in plain text, hashed or hashed with added salt. Plain
text passwords are very insecure. If someone unauthorized
manage to get hold of the stored password he can instantly
use it to break into the system. Hashed passwords are bet-
ter, however since the hashes used are commonly known
(MD5, SHA1, etc.) everyone knows how to calculate the
hashes. Therefore there exists utilities that can match the
encrypted passwords with the hashes of common passwords.
To make this more difficult one can add a “salt” to the pass-
word so that the hash doesn’t match, even if the password
is the same[12]. The salt can be an extra text phrase, or a
random value that is included in the calculation of the hash.
This means that even if someone managed to get hold of the
stored hash, the password itself is safe (as long as the thief
can’t guess it).

3.3 Two-Factor Authentication

Two-factor authentication is used to add additional secu-
rity by forcing the user to authenticate in more than one
way[11]. There are a bunch of ways to combine this: pass-
word, smart cards, biometric methods, mobile phone, USB-
memory sticks, one time password tokens, pin-codes and so
on. If you want to use physical things the users laptop should
be able to read the data by itself[15]. Not many users wants
to carry around the laptop and a for example usb-reader for
finger prints, smart cards and so on. Smart card readers
are growing in popularity and at least Hewlett Packet has
them as standard in many of their laptops that are targeted
for the business market [9][15]. According to Ed MacBeth
senior marketing vice president at Activeldentity says that
the biggest problem has been that many companies don’t
want to have one card for accessing the building and one
to access the computers[15]. Since more and more compa-
nies uses smart cards to access the building this problem
will disappear in the near future. Normally the smart card
is combined with a pin-code. One of the negative parts of
using smart cards is the amount of cost of administration
and the risks of users loosing the cards.

3.4 Pre-Boot Authentication

Since BIOS by default can’t decrypt an encrypted hard disk
there’s a need of a trusted layer between the encrypted par-
titions and the boot loader when using full disk encryp-
tion[21]. There are at least three ways to solve this. One is
to have specialized BIOS that asks for the password. An-
other way is to have a special boot loader in the MBR-table
(master boot record). Although the MBR is used by many
operating systems for their own usage so tampering with the
MBR might be problematic. The third and most common
is that the pre-boot system is stored on a separate partition
of the boot volume.

3.5 Plausible Deniable Encryption

Plausible deniable encryption is used to deny the fact that
you have encrypted data.[4] Truecrypt provides a way to do
this when using full disk encryption. Truecrypt does this by
having two partitions on the disk with two different decryp-
tion keys. On these two partitions you have two different
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installations of your operating system, where the first one
is basically a decoy system. If you want to hide your en-
crypted data you enter the decryption key for the first par-
tition where no sensitive data can be found. When you want
to access the sensitive data, you boot the operating system
on the second partition by enter the second decryption key.
Inside the second partition a volume container is created
that is invisible for the user unless it’s known to exist. Since
truecrypt fills the volume with random data it is difficult
to determine if the random data is a hidden encrypted con-
tainer or something entirely different[4]. However there are
a few ways to figure this out anyway. One way is to scan
the Windows registry files, where information about mount
points are stored. This information is very limited but can
reveal that the container does exist. Other features of win-
dows that can be used to find information is .Ink files (short-
cuts) or the “recent documents folder”. This folder contains
Ink files to recently used documents. The .Ink files, among
other things, contains filename and volume serial number. If
the number is identical to the hard disk containing the op-
erative system and the partition can’t be reach this surely
proves that there is a hidden volume. Another problem is
the Google desktop, and similar programs, that creates an
index of all the files that exist on a disk, including the files
that exist on the hidden volume. This indexation is not
unique for Google desktop as many more search tools uses
this method to speed up searches.

3.5.1 Trusted Platform Module (TPM)

The Trusted Platform Module is an embedded security chip
that is developed by the Trusted Computing Group (TCG)
which was formed by some of the largest computer compa-
nies in the world. AMD, Intel, Microsoft and SUN is just a
few that had contributed to TPM[15]. The TPM-chip can
be used to securely store cryptographic keys and or certifi-
cates. The idea is to move some security features from the
operating system to the hardware. The encryption is bound
to the hardware which limits the possibilities to find the
decryption key somewhere. Although there are still attacks
that can extract the decryption key inside the RAM-memory
(see 6.4). Since the encryption is bound to the hardware it’s
not possible to remove the disk from the computer nd insert
it into another computer and extract the data there.

4. ENCRYPTED FILES AND FOLDERS

It is possible to encrypt just the files and folders where the
sensitive data is located. Most modern operating system has
a feature to do this, for example the FileVault and encrypted
images in Apple Mac OS X[5], and EFS in Microsoft Win-
dows[6]. There are also some external programs that can do
this, but the main features of this kind of encryption is that
it can be done “out of the box” without installing any extra
software.

4.1 Benefits

The main advantage of the Apple Mac OS X encryption
and Microsoft EFS is that they are not only free of charge,
but they are also bundled in the operating system, which
makes them automatically available and easy to setup and
use[5][6][23].

4.2 Drawbacks

Since these encryption methods are commonly available and
used, they are also attractive subjects for hacking. At least
once a simple vulnerability has been found in the Mac OS
X implementation that has made the entire system insecure
[5][13]. Vulnerabilities as severe as that particular bug are
not common, but the fact remains that if people know what
kind of encryption you're using, and they know where the
encrypted information is stored, any vulnerability found will
make the system very insecure until it is fixed.

S. FULL DISK ENCRYPTION

Full disk encryption means, just like the name implies, that
the whole disk is encrypted, even the operating system and
the system files. Because of this, the user will have to enter a
password to be able to boot the system. It is also possible to
get additional security by using a decoy operating system on
an unencrypted, or light encrypted part of the disk[23]. The
advantages of having this decoy system is that it makes it
more difficult for the thief to find the important information.
This kind of encryption can be done either in software or
hardware.

5.1 Software Full Disk Encryption

Full disk encryption in software is done by installing an en-
cryption engine between the operating system and the hard
disk. There are two leading developers of full disk encryp-
tion software, PGP and TrueCrypt[16][20]. Both of these
systems are said by the developers to be completely auto-
matic and transparent. The only difference the user will
experience from a normal unencrypted installation, is the
pre-boot authentication screen when they start their system.
PGP claims that the encryption engine causes no noticeably
change in the performance; however the system can be some-
what slower during the initial encryption of the hard disk.
Since this is an onetime event, it shouldn’t affect the user
during normal usage. Unfortunately we where not able to
find any benchmarks for the impact the use of these methods
has on system performance.

5.1.1 Benefits

A great advantage of using full disk encryption is that it is
easy to use once it is installed. Once the system is installed
the user do not need to worry about where to store the data.
Other benefits is that since the whole disk is encrypted you
can be sure that there are no temporary files and/or swap
spaces containing decrypted versions of the sensitive files.

5.1.2  Drawbacks

One drawback of this method is that there is more adminis-
trative work to set up the computer, since you have to install
software for pre-boot authentication and encrypt the whole
disk rather than just a part of it. Other problems is that
it is more difficult to restore data in the event of a system
crash as well as if the encryption key is lost. The problem
with lost keys can be solved by creating rescue discs, but
that requires even more administration[22].

5.2 Hardware Full Disk Encryption

In 2007 Seagate released the FDE.2 2.5inch disk specialized
for companies that need to protect their laptops[17][7][14].
It offers AES encryption built into the disk. To be able
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to boot the disk it uses a pre-boot authentication script.
Since it uses the TPM-module the disk is bound to a specific
motherboard or laptop it’s impossible to remove the hard
disk and insert it to another computer. There is also possible
to have an external emergency password recovery file that
can be stored on the headquarter servers or an USB memory.

5.2.1 Benefits

Since the encryption engine is built into the disk it’s impos-
sible to have non-encrypted data on the disk by mistake,
which is a great advantage to other solutions like FileVault
or other software based systems. Another advantage is that
it is easy, since you do not need any external software for
the encryption. According to the manufacturer the encryp-
tion system should not limit the performance of the disk,
since the encryption engine is build into a specialized ASIC
chip[17].

5.2.2 Drawbacks

There are not that many drawbacks of using hardware based
encryption solutions. One drawback is of course the limita-
tion of using specific hardware, that probably costs more,
and limits you to specific manufacturers. Another is of
course, just like for the software full disk encryption, that
it is much more difficult to restore data lost due to system
failures.

6. ATTACKS AGAINST DISK ENCRYPTION

Although the encryption of data undoubtedly makes it safer
than just to keep the data unencrypted on the hard disk,
there are still some ways that the thieves can extract the
data if you’re not careful. Some are more easy to avoid and
other, and it is up to every organisation to decide how much
work should be done to prevent unauthorized access to the
information.

6.1 Virus, Trojans And Worms

In most encryption systems the user will only have to sign on
once, which means that when you have typed in the decryp-
tion key you have access to the whole disk without entering
any more keys[8]. This makes it possible to use trojan sys-
tems that waits until the key has been entered and after
that it can access the whole disk. It’s also possible to use
the trojan and/or keyloggers to sniff the encryption key. It’s
especially easy to find the key if you use pre-boot authenti-
cation since this means the first thing the user will type is
the decryption key. Of course this means that it’s equally
important to keep the system free from malware, regardless
of whether the system is encrypted or not.

6.2 Brute force

The brute force method is a quite simple but demanding
operation. In general the brute force uses the simple way of
testing every possible key that can have been used during
the encryption. If the crypto is using a very short key this
process can be quick enough, for example a key length of 8
bits is only 2% which is 256 different keys. The amount of
256keys can be checked by any human in a few hours, and
by a computer in a matter of seconds. Although if you take
a key of higher length, 128 bits is standard today, it would
require 2'2® different keys which is approximately 3.4 - 1034,
If you would find a device that could test a billion billion keys

every second it would require approximately 10** years to
test all these keys. This amount of years is about the same
as the age of the universe. This calculations is of course
based on that is the last key that is correct and that the key
can’t be guessed by other methods or ways to shorten down
the key.

6.3 Dictionary

The dictionary attacks use a file that contains the most com-
mon words that is being used in passwords. Usually this file
contains all common English words and some extensions of
common passwords like “qwerty”. When doing a brute force
attack most people starts with the dictionary attack since
testing about 10 000 keys instead of 2'2® takes much shorter
time. This attack is although quite easy to avoid by using
passwords that doesn’t exist in a dictionary.

6.4 Cold-Boot Attack

The cold-boot attack uses the fact that the encryption key
of the encryption is stored in the RAM-memory. This is usu-
ally not a problem since the RAM is emptied when the com-
puter is turned off. A few scientist at Princeton University
showed that the time it takes for a memory to be emptied
is depending on the heat of the memory[8]. Normally the
information on the chip fades away in a few seconds. The
scientist cooled down the memory chip of a standard laptop
down too —50C°, at this temperature the memory was still
almost intact after 10 minutes. This means it is possible
to steal a running computer that has been locked but still
be able to read the data of the disk by copying the cooled
memory to an USB memory or a hard disk. There are a lot
of parameters that must be in place to be able to complete
this attack but it’s important to know that the issue exist.

6.5 Mathematically

The best way of breaking an encryption system is to break
the actual mechanism so that you find a way to reverse the
encryption algorithm[18]. Many mathematics works to find
a backward mechanism, not many cryptos have been de-
stroyed this way, but if they find one it’s a jackpot. AES
that is the most common used crypto has not been broken
in this way, at least no method has been announced to the
public yet. Other things mathematicians are looking for are
ways to reduce the amount of keys that are needed to be
tested by dictionary and or brute force attacks. The most
famous crypto that has been broken is probably the Ger-
man submarine crypto machine Enigma, which was broken
by a number of factors, but one of the biggest was strictly
mathematic.

7. CONCLUSIONS

We have in this paper shown that there are at least three
easy ways to protect sensitive data by encryption: the use
of the built-in folder and file encryption, full disk encryption
by software, and full disk encryption by hardware.

There are of course other things you have to think about
when having sensitive information on the laptop. Aside
the fact that the someone had gotten their hands on the
Croucher Brewing Company’s beer recipes and the personal
information of their customers, it seems that they had no
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backup of this information! To lose information without be-
ing able to restore it can mean death for the organisation.
The point is, that just because you encrypt your information
doesn’t mean that you are safe from all kinds of problems a
lost laptop can cause.

This report is only an overview over different methods of
encryption, but there are a few things that can be interesting
to look further into when it comes to encryption. We have
three ideas about what could be worth looking into in the
subject:

e What do you need to think about when taking backups
of encrypted information?

e What impact does full disk encryption have on system
performance?

e Comparison of different encryption systems from an
end user’s point of view (usability).

Of course there is another important thing for most or-
ganisations that want to apply a encryption system: cost.
While there exist free alternatives, the commercial alterna-
tives might be more attractive for some reason. For example
it might include some backup solution or some other service
that the organisation needs. Then we get to the question
about cost efficiency. While this is an important question
for many organisations, it is probably something the organ-
isation itself will have to look into, since every organisation
have different priorities and conditions.
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